An Analytic Workbench Perspective to Evolution of System of Systems Architectures  by Davendralingam, Navindran et al.
 Procedia Computer Science  28 ( 2014 )  702 – 710 
1877-0509 © 2014 The Authors. Published by Elsevier B.V. Open access under CC BY-NC-ND license.
Selection and peer-review under responsibility of the University of Southern California.
doi: 10.1016/j.procs.2014.03.084 
ScienceDirect
Available online at www.sciencedirect.com
&RQIHUHQFHRQ6\VWHPV(QJLQHHULQJ5HVHDUFK&6(5
(GV$]DG00DGQL8QLYHUVLW\RI6RXWKHUQ&DOLIRUQLD%DUU\%RHKP8QLYHUVLW\RI6RXWKHUQ&DOLIRUQLD
0LFKDHO6LHYHUV-HW3URSXOVLRQ/DERUDWRU\0DULOHH:KHDWRQ7KH$HURVSDFH&RUSRUDWLRQ
5HGRQGR%HDFK&$0DUFK

$Q$QDO\WLF:RUNEHQFK3HUVSHFWLYHWR(YROXWLRQRI6\VWHPRI
6\VWHPV$UFKLWHFWXUHV
1DYLQGUDQ'DYHQGUDOLQJDP'DQLHO'H/DXUHQWLV=KHPHL)DQJ&HVDUH*XDULQLHOOR
6HXQJ<HRE+DQ.DUHQ0DUDLV$QNXU0RXU3D\XQD8GD\
Purdue University, 701 W. Stadium Avenue, West Lafayette, IN 47906, USA 
$EVWUDFW
7KH GHYHORSPHQW RI D ODUJH JURXS RI LQWHUGHSHQGHQWO\ RSHUDWLQJ V\VWHPV RU µ6\VWHP RI 6\VWHPV 6R6¶ SUHVHQWV VLJQLILFDQW
FKDOOHQJHV DFURVV WHFKQLFDO RSHUDWLRQDO DQG SURJUDPPDWLF GLPHQVLRQV 7UDGHV EHWZHHQ FRVW VFKHGXOH SHUIRUPDQFH DQG
DVVRFLDWHGVSHFWUXPRIULVNVDUHHVVHQWLDOGXULQJDQDO\VLVRIDOWHUQDWLYHVIRUERWKLQGLYLGXDOV\VWHPVDQGWKH6R6DUFKLWHFWXUHDVD
ZKROH 7KH ODUJH QXPEHU RI GHFLVLRQ YDULDEOHV LQYROYHG XELTXLWRXV XQFHUWDLQW\ DQG FRPSOH[ LQWHUDFWLRQV WKDW H[LVW EHWZHHQ
V\VWHPV FUHDWHV DQDO\VLV SUREOHPV WKDW JR ZHOO EH\RQG WKH LPPHGLDWH PHQWDO IDFXOWLHV RI GHFLVLRQPDNHUV 2IWHQ WLPHV WKH
GHFLVLRQVPDGHIRFXVRQORFDOL]HGGHYHORSPHQWDWWKHV\VWHPVOHYHOZLWKOLWWOHFRQVLGHUDWLRQIRUFDVFDGLQJHIIHFWVRQWKHELJJHU
6R6SLFWXUH+HQFHWKHSURFHVVRIHYROYLQJ6R6DUFKLWHFWXUHVUHTXLUHVWRROVWKDWSURYLGHVWKH6R6SUDFWLWLRQHUZLWKPHDQLQJIXO
DQDO\WLFDOTXDQWLILFDWLRQVRIWKH6R6WUDGHVSDFH,QWKHGHIHQVHDUHQDH[LVWLQJWRROVIRUVXFKWUDGHVKDYHEHHQJXLGHGE\SROLFLHV
VHWIRUWKLQWKH'HIHQVH$FTXLVLWLRQV*XLGHERRN'$*VHULHVDQGWKH6\VWHP(QJLQHHULQJ*XLGHIRU6\VWHPRI6\VWHPV
6R66( EXW DUH ODFNLQJ DQ analytic perspective WRZDUGV PRUH LQIRUPHG GHFLVLRQPDNLQJ 7KLV SDSHU GLVFXVVHV D
PXOWLGLVFLSOLQDU\HIIRUWIXQGHGE\WKH'R'
V6\VWHPV(QJLQHHULQJUHVHDUFK&HQWHU6(5&WRHVWDEOLVKDQDQDO\WLFZRUNEHQFK
RIFRPSXWDWLRQDOWRROVWRIDFLOLWDWHEHWWHULQIRUPHGGHFLVLRQPDNLQJRQ6R6DUFKLWHFWXUHV7KHZRUNLVPRWLYDWHGE\WKHLGHDWKDW
6R6 SUDFWLWLRQHUV SRVVHVV UHOHYDQW LQIRUPDWLRQ DQG DUFKHW\SDO TXHVWLRQV WKDW UHIOHFW GHVLUHG RXWFRPHV DW WKH 6R6 OHYHO 7KHVH
DUFKHW\SDOWHFKQLFDOO\GULYHQTXHULHVDUHPDSSHGWRUHOHYDQWPHWKRGVWKDWFDQSURYLGHDQDO\WLFDORXWSXWVWRGLUHFWO\VXSSRUW6R6
DFTXLVLWLRQ DQG DUFKLWHFWXUDO GHFLVLRQV 7KH DSSOLFDELOLW\ DQG UHVSHFWLYH YDOXHDGGHG RI HDFK PHWKRG LQ DGGUHVVLQJ YDULRXV
DUFKHW\SDOPHDVXUHVDUHSUHVHQWHG 

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
7KH$XWKRUV3XEOLVKHGE\(OVHYLHU%9
6HOHFWLRQDQGSHHUUHYLHZXQGHUUHVSRQVLELOLW\RIWKH8QLYHUVLW\RI6RXWKHUQ&DOLIRUQLD
.H\ZRUGV$QDO\WLFV6\VWHPRI6\VWHPV2SWLPL]DWLRQ$UFKLWHFWXUHV
,QWURGXFWLRQ
7KH'HSDUWPHQWRI'HIHQVH'R'KDVUHFRJQL]HGWKHQHHGIRUQHZSULQFLSOHVLQPDQDJLQJWKHGHYHORSPHQWRI
6R6DUFKLWHFWXUHV7KLVQHHGKDVSURPSWHGWKHUHOHDVHRIWKH6R66(JXLGHERRNZKLFKSUHVHQWV6R66(DVVHYHQ
FRUHHOHPHQWV WKDWDUHPDSSHG WR WKHRULJLQDO WHFKQLFDOPDQDJHPHQWSURFHVVHVZLWKLQ WKH'HIHQVH$FTXLVLWLRQ
*XLGHERRN'$*7KHJXLGHERRNLVWKHUHVXOWRIDFRQFHUWHGHIIRUWLQXQGHUVWDQGLQJKRZ6R6DUFKLWHFWXUHVZRUN
DQG DGGUHVVHVDKROLVWLFYLHZRIZKDW IUDPHZRUNVPD\EHQHFHVVDU\ LQ WDFNOLQJ6R66(FKDOOHQJHV+RZHYHU WR
HQDEOHHIIHFWLYH6R66(PDQDJHPHQWDQGVXSSRUWWKHJXLGDQFHSURYLGHGLQWKHGRFXPHQWPXVWEHFRPSOHPHQWHGE\
PRUH FRPSUHKHQVLYH JXLGHOLQHV DQG FRPSOHPHQWDU\ WHFKQLFDO WRROV 0RUH UHFHQW GHYHORSPHQWV SURSRVHG E\
'DKPDQQ 5HERYLFK 	 /RZU\ XQZLQG WKH 7UDSH]H 0RGHO SURFHVV WR D PRUH LQWXLWLYH µ:DYH¶ 0RGHO
UHSUHVHQWDWLRQLQDQHIIRUWWRLPSURYHHIILFLHQF\LQ6R6DUFKLWHFWXUDOLVVXHV)LJVKRZVDQDGDSWDWLRQRIWKH:DYH
PRGHOUHSUHVHQWDWLRQRI6R6GHFLVLRQPDNLQJDUWLIDFWV

)LJD:DYHPRGHOIRU6R6HYROXWLRQE6R6FDSDELOLW\KLHUDUFK\
7KH:DYHPRGHOLVDGDSWHGLQ)LJDWRUHIOHFWKLHUDUFK\DQGWLPHVFDOHDFURVVWKHVWHSVLQWKHHYROXWLRQRIWKH
ZDYHPRGHO7KHKLHUDUFK\DOVRUDQJHVIURPWKHEURDGRYHUDUFKLQJREMHFWLYHVWKDWDUHVWUDWHJLFLQQDWXUHȖOHYHOWR
WKHWDFWLFDODVSHFWVRILQGLYLGXDOV\VWHPDQGVXEV\VWHPDFTXLVLWLRQĮOHYHO7KLVKLHUDUFK\DVVKRZQLQ)LJE
WUDQVODWHVWKHGHVLUHG6R6OHYHOFDSDELOLW\RYHUDUFKLQJSHUIRUPDQFHWRNH\UHTXLUHPHQWV7KHVHUHTXLUHPHQWVDUHLQ
WXUQIXOILOOHGWKURXJKWKHDFTXLVLWLRQDQGHQGRSHUDWLRQVRILQWHURSHUDWLQJV\VWHPV2XUZRUNDGGUHVVHVFRPSOH[LWLHV
DVVRFLDWHGZLWKLQWHUFRQQHFWLRQVWKDWH[LVWDFURVVSK\VLFDOIXQFWLRQDODQGGHYHORSPHQWDO6R6KLHUDUFKLHV7KHLGHD
LV WR VXSSRUW WKH µWRS GRZQ LQWHJUDWLRQ ERWWRPV XS LPSOHPHQWDWLRQ¶ SDUDGLJP WKDW LV SDUW RI WKH :DYH PRGHO
LPSOHPHQWDWLRQ ZLWKLQ D TXDQWLWDWLYH VXSSRUW IUDPHZRUN ,Q DGGLWLRQ WR VXSSRUWLQJ :DYH PRGHO DUWLIDFWV ZH
HQYLVLRQRXU DSSURDFK WR OHYHUDJH LQIRUPDWLRQDO HOHPHQWV VXFKDV IURP WKH'HSDUWPHQWRI'HIHQVH$UFKLWHFWXUDO
)UDPHZRUN 'R'$) DV DQ LQSXWV IRU 6R6 OHYHO WUDGHVSDFH DQDO\VLV 7KH GHILQHG RSHUDWLRQDO UHODWLRQVKLSV DQG
DUFKLWHFWXUDO SDUDGLJP RI 'R'$) VXSSRUWV WKH HVWDEOLVKPHQW RI DUFKLWHFWXUDO GHILQLWLRQ EXW GRHV QRW SURYLGH D
PHDQVRIREMHFWLYH DQDO\VLV RUGHFLVLRQPDNLQJ2XU UHVHDUFK VHHNV WRHVWDEOLVK DZRUNEHQFKHQYLURQPHQWZKHUH
DQDO\WLFDO WRROV FRPSOHPHQW IUDPHZRUNV VXFK DV WKH 'R'$) DQG WKH :DYH PRGHO LQ PDNLQJ GHFLVLRQV RQ WKH
HYROXWLRQRI6R6
7KHUHPDLQGHURIWKLVSDSHULVODLGRXWDVIROORZV6HFWLRQSURYLGHVDQRYHUYLHZRIWKH$QDO\WLF:RUNEHQFKDQG
LWVHQYLVLRQHGXVHLQ6R6GHFLVLRQPDNLQJ6HFWLRQGHWDLOVHDFKPHWKRGZLWKLQWKHZRUNEHQFKDQGLOOXVWUDWHVXVH
WKURXJKFRQFHSWXDOH[DPSOHV6HFWLRQFRQFOXGHVZLWKDVXPPDU\DQGWKHSURSRVHGIXWXUHHIIRUWV
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2YHUYLHZRI:RUNEHQFK
,Q WKLVZRUNZH VHHN WR GHYHORS DZRUNEHQFK IRU 6R6 GHVLJQ DQG GHYHORSPHQW WKDW DGGUHVVHV LVVXHV RI FRVW
SHUIRUPDQFH VFKHGXOH DQG ULVN 0RUH VSHFLILFDOO\ WKH DQDO\WLFDO WRROV DFFRXQW IRU WKH FRPSOH[ DQG KLJKO\
LQWHUFRQQHFWHGQDWXUHRIFRQVWLWXHQWV\VWHPVWKDWPDNHXSWKHRYHUDOO6R6DQGDOORZVIRUWKHDELOLW\WRTXDQWLI\
SHUIRUPDQFHKHUHDELOLW\WRSURYLGHDFDSDELOLW\DQGULVNIRULQGLYLGXDOV\VWHPVOLQNVDQGRIRYHUDOO6R6DVVHVV
LPSDFW WKDW FKDQJHV WR6R6 DUFKLWHFWXUHZLOO KDYH DGGUHPRYH OLQNV DQGRU QRGHV DQG TXDQWLWDWLYHO\ LGHQWLI\
RSWLPDOVHWVRIDUFKLWHFWXUDOVROXWLRQVJLYHQFRQVWUDLQWVRQFRVWSHUIRUPDQFHDQGULVN7KHFKDOOHQJHLQVXSSRUWLQJ
GHFLVLRQPDNLQJ LQ 6R6 HQYLURQPHQW LV WKH IDFW WKDW VXFK WRROV PXVW DGGUHVV WKH DIRUHPHQWLRQHG WHFKQLFDO DQG
SURJUDPPDWLF FRPSOH[LWLHV DQG \HW UHPDLQ GRPDLQ DJQRVWLF 7KH GRPDLQ DJQRVWLFLVP RI WKH ZRUNEHQFK LV
DQDORJRXVWRWKHGRPDLQLQGHSHQGHQWVWUDWHJ\RI'R'$)LPSOHPHQWDWLRQVIRUDUFKLWHFWXUDOGHVFULSWLRQ

2XU UHVHDUFK KDV IRFXVHG RQ D PXOWLSURQJHG TXDQWLWDWLYH DSSURDFK WKDW OHYHUDJHV FXUUHQWO\ DYDLODEOH
FRPSXWDWLRQDOPHWKRGVWDLORUHGVSHFLILFDOO\WRZDUGVDGGUHVVLQJWKHFRPSOH[WHFKQLFDOGLPHQVLRQVWKDWSUDFWLWLRQHUV
PD\IDFHLQSHUIRUPLQJ6R6HYROXWLRQDU\DFWLRQV7KHVHWHFKQLFDOFRPSOH[LWLHVVSDQERWKWKHoperationalGRPDLQ±
ZKHUH V\VWHPV LQWHUDFW WR SURYLGH NH\6R6 OHYHO FDSDELOLWLHV DQG WKHdevelopment GRPDLQ ±ZKHUH VFKHGXOHV RI
GHYHORSLQJ\HWWREHLQWURGXFHGV\VWHPVEHFRPHVDFULWLFDOIDFWRUWKDWUHODWHVWRFRVWDQGFDSDELOLW\


)LJ6R6$QDO\WLF:RUNEHQFKRYHUYLHZ
 :KLOH WKHUHDUHPDQ\DSSOLFDEOHPHWKRGVRXUZRUNKDV LGHQWLILHGDVHOHFWLRQRISULRUGHYHORSHGPHWKRGV WKDW
FDQEHEHVW DGDSWHG WR VXSSRUW DUFKHW\SDO6R6GHFLVLRQPDNLQJEDVHGRQ LQLWLDO DVVHVVPHQWV DQGREVHUYDWLRQVRI
6R6 VFHQDULRV 7KHVHPHWKRGV DUHFunctional Dependency Network Analysis/Development Dependency Network 
Analysis (FDNA/DDNA), Bayesian Networks (BN), Stand-in Redundancy, Robust Mean-Variance Optimization 
(RMVO) and Approximate Dynamic Programming (ADP). 7KH SKLORVRSK\ RI RXU DSSURDFK LV JXLGHG E\ VLPLODU
µZRUNEHQFK¶ W\SH SDUDGLJPV VXFK DV /HDQ 6L[ 6LJPDZKHUH D FROOHFWLRQ RIPHWKRGV DUH HPSOR\HG WR GHDOZLWK
TXDQWLWDWLYHDVSHFWVRIOHDQPDQXIDFWXULQJ+RZHYHUWKHIHDWXUHVRID6R6SURPSWWKHQHHGIRUDGLIIHUHQWFROOHFWLRQ
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RIWRROVPHWKRGVWKDWDUHDEOHWRWUDQVODWHYDULRXVWHFKQLFDOFRPSOH[LWLHVRIWKH6R6WUDGHVSDFHLQWRPHDQLQJIXODQG
DFWLRQDEOHLQIRUPDWLRQIRUVXEVHTXHQWGHFLVLRQPDNLQJ)LJLOOXVWUDWHVWKHHQYLVLRQHGZRUNEHQFKDQGLWVSULPDU\
SKDVHVRIDQDO\VLVLQ6R6OHYHODQDO\VLVDQGGHFLVLRQPDNLQJ

 7KHLWHUDWLYHSURFHVVRI WKHZRUNEHQFKLQ)LJZLWKLQGRWWHGER[VWDUWVZLWKDQ6R6SUDFWLWLRQHU¶VGHVLUH WR
H[SORUH D 6R6 WUDGHVSDFH IRU VXEVHTXHQW HYROXWLRQ WKH HYROXWLRQ FDQ LQYROYH WKH DGGLWLRQ UHPRYDO RU
UHFRQILJXUDWLRQRIWKH6R6DUFKLWHFWXUHEDVHGRQGHVLUHGREMHFWLYHVRQDFKLHYLQJWDUJHWSHUIRUPDQFHFDSDELOLWLHV
7KHSUDFWLWLRQHUSRVVHVVHVGDWD HJ IURP WKH'R'$) DUFKLWHFWXUHGHVFULSWLRQ WKDW GHVFULEHV WKH VWDWHRI WKH
FXUUHQWDUFKLWHFWXUHDQGDOVRRISRWHQWLDO\HWWREHLQWURGXFHGV\VWHPV7KHILUVWSKDVHLQYROYHVWKHLGHQWLILFDWLRQRI
µDUFKHW\SDO TXHVWLRQV¶ WKDW W\SLFDOO\ DULVH IURP 6R6 SUDFWLWLRQHUV WHFKQLFDOO\ PRWLYDWHG TXHULHV RQ DVVHVVLQJ WKH
FRQQHFWLRQEHWZHHQREMHFWLYHPHWULFV6R6SHUIRUPDQFHDJDLQVWFRQVWUDLQWVVXFKDVFRVWDQGVFKHGXOH:KLOHQRW
H[KDXVWLYH WKH TXHVWLRQV WKDW W\SLFDOO\ DULVH LQFOXGH How to assess direct consequences due to changes in 
architecture? Where, what and how much do risks change with operational changes? How to mitigate risks? and 
Which systems and connections should be added/removed?7KHVHW\SLFDOTXHVWLRQVDOVRUHIOHFWWKHGHVLUHWRH[DPLQH
WKHFRXSOHGEHKDYLRXUV WKDW6R6H[KLELWDQG WKHLUFRQVHTXHQFHRQDIRUHPHQWLRQHGPHWULFV 3KDVH LQYROYHV WKH
PDSSLQJRIWKHVHDUFKHW\SDOTXHVWLRQVZLWKGDWDVHWVWKDWDUHDYDLODEOHWRWKH6R6SUDFWLWLRQHUHJWKURXJK'R'$)
GHILQLWLRQVWRWKHUHOHYDQWWRROVLQWKHZRUNEHQFK7KHPDSSLQJPD\LQYROYHHPSOR\PHQWRIPXOWLSOHWRROVLQWKH
ZRUNEHQFK GXH WR RYHUODSSLQJ DQDO\VLV DQG GHFLVLRQPDNLQJ UHTXLUHPHQWV 7KH LWHUDWLYH SURFHVV SURFHHGV ZLWK
3KDVHLQZKLFKWKHDUFKHW\SDODQDO\VHVRI6R6SUDFWLWLRQHUV LVH[HFXWHGLQFRQFHUWZLWKDYDLODEOHµWUXWKPRGHOV¶
HJFRPSXWDWLRQDOVLPXODWLRQVILHOGWHVWLQJWRSURYLGHSUHOLPLQDU\YHULILFDWLRQRIWKHQH[W6R6HYROXWLRQsolution.
7KHsolution LQ WKLV FDVH UHIHUV WR VXJJHVWHGDUFKLWHFWXUDO FKDQJHV HJDGGLWLRQUHPRYDORI V\VWHPVDQGRU OLQNV
WRZDUGVIXOILOOLQJWDUJHW6R6FDSDELOLWLHVZKLOHSUHVHUYLQJDFFHSWDEOHOHYHOVRIULVNRSHUDWLRQDORUGHYHORSPHQWDO
DQGFRVW7KHGDWDJHQHUDWLQJFDSDELOLWLHVRIVLPXODWLRQRUILHOGGDWDDUHSDLUHGZLWKWKHKLJKHUOHYHODUFKLWHFWXUDO
FDSDELOLWLHVRIWKHLQGLYLGXDOPHWKRGVDVDSSURSULDWHWRSURYLGHFDQGLGDWHVROXWLRQVIRUVXEVHTXHQWLPSOHPHQWDWLRQ
LQWKHUHDOZRUOG6R6HQYLURQPHQW

 )RUH[DPSOHOHWXVFRQVLGHUWKHFDVHRID1DYDO:DUIDUH6FHQDULRZKHUHDQ6R6DUFKLWHFWPD\KDYHDQH[LVWLQJ
FROOHFWLRQ RI OHJDF\ V\VWHPV DQG FDQGLGDWH \HWWREH LQWURGXFHG V\VWHPV HJ VKLSV VDWHOOLWH FRPPXQLFDWLRQ
V\VWHPVHWF7KHFROOHFWLRQFRPHVFRPSOHWHZLWKGDWDRQFRVWFDSDELOLWLHVSHUIRUPDQFHRIWKHV\VWHPLQSURYLGLQJ
VRPH VHUYLFH SURJUDPPDWLF LQIRUPDWLRQ RQ WKHLU GHYHORSPHQW DQG SHUKDSV HYHQ D VLPXODWLRQ PRGHO RI WKH
LQWHUDFWLQJ V\VWHPV WKH OLVW KHUH LV QRW H[KDXVWLYH 7KH LQIRUPDWLRQ DYDLODEOH PD\ EH GHILQHG LQ WHUPV RI WKH
'R'$) GHVFULSWLRQ RI WKH RYHUDUFKLQJ 6R6 7KH ODUJH QXPEHU RI V\VWHPV SRWHQWLDO FRQQHFWLRQV EHLQJ PDGH
EHWZHHQWKHPUXOHVRIFRPSDWLELOLW\DQGGHSHQGHQFLHVDFURVVYDULRXVPHWULFVRISHUIRUPDQFHDQGULVNPDNHVWKH
SURFHVVRIREMHFWLYHO\ VHOHFWLQJFDQGLGDWHDUFKLWHFWXUHVD WUXO\GLIILFXOW HQGHDYRXU7KXV WKHZRUNEHQFK WRROVDUH
DLPHGDWIDFLOLWDWLQJVRPHRI WKHTXHVWLRQVDVVRFLDWHGZLWKWKHDQDO\VLVUHTXLUHGWRREMHFWLYHO\VHOHFWV\VWHPVLQD
PDQQHUWKDWPLQLPL]HVULVNVDQGPD[LPL]HVFDSDELOLWLHVDFURVVYDULRXVPHWULFVRISHUIRUPDQFH4XHVWLRQVDVVRFLDWHG
ZLWKJHQHUDWLQJVROXWLRQV WKDWEHVWEDODQFH6R6OHYHOSHUIRUPDQFHDJDLQVWGHYHORSPHQWDO ULVNVPD\EHEHVWVXLWHG
IRU WKH SRUWIROLR EDVHG WRROV ZKHUHDV TXHVWLRQV UHODWHG WR DQDO\VLQJ µZKDWLI¶ VFHQDULRV RQ WKH ULSSOH HIIHFW WKDW
V\VWHP FKDQJHV PD\ KDYH RQ WKH JUHDWHU DUFKLWHFWXUH PD\ EH EURXJKW WR EHDU ZLWKLQ WKH )'1$ RU %D\HVLDQ
VHJPHQWVRIWKHWRROVHW
$QDO\WLF0HWKRGV
7KLVVHFWLRQGHWDLOVHDFKPHWKRGLQWKHZRUNEHQFKDQGEULHIO\LOOXVWUDWHVWKHLUDSSOLFDWLRQ
3.1. Functional/Developmental Dependency Network Analysis (FDNA/DDNA) 
$)XQFWLRQDO'HSHQGHQF\1HWZRUN$QDO\VLV WHFKQLTXH KDV EHHQ DGDSWHG WR DVVHVV RSHUDELOLW\ UHOLDELOLW\ DQG
UHVLOLHQFH DELOLW\ WR UHFRYHURSHUDELOLW\ LQ ERWK RSHUDWLRQDO DQGGHYHORSPHQW FRQWH[WV RI6R6 DUFKLWHFWXUHV7KH
DUFKLWHFWXUHLVPRGHOHGDVDGLUHFWHGQHWZRUNZKHUHQRGHVUHSUHVHQWHLWKHUWKHFRPSRQHQWV\VWHPVRUWKHFDSDELOLWLHV
WREHDFTXLUHG)LJXUHVKRZVDQRWLRQDOH[DPSOH/LQNVRQWKHQHWZRUNUHSUHVHQWYDULRXVNLQGVRIGHSHQGHQFLHV
EHWZHHQWKHFRQVWLWXHQWV\VWHPV7KHOLQNW\SHVIDOOLQWRWZRFODVVLILFDWLRQVIXQFWLRQDOGHSHQGHQF\LQDQRSHUDWLRQDO
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QHWZRUNRU VHTXHQWLDOGHYHORSPHQWGHSHQGHQF\ LQDGHYHORSPHQWQHWZRUN(DFKGHSHQGHQF\ LV FKDUDFWHUL]HGE\
strength DQG criticality )LJ E VKRZV WKH WUDQVODWLRQ RI WKH QRWLRQDO QHWZRUN LQ )LJ D LQWR D IXQFWLRQDO
GHSHQGHQF\QHWZRUNZKHUHWKHQXPEHUVLQUHGDUHWKHVWUHQJWKDQGFULWLFDOLW\RIGHSHQGHQF\7KHXOWLPDWHJRDORI
WKHWHFKQLTXHLVWRDQDO\]HHIIHFWVRIVXFKGHSHQGHQFLHVDQGRIWKHLUVWUHQJWKDQGFULWLFDOLW\RQRSHUDELOLW\DQGWR
LGHQWLI\ YDOLG RSHUDWLQJ DQG GHYHORSLQJ VWUDWHJLHV DQG DUFKLWHFWXUHV )RU RSHUDWLRQDO QHWZRUNV )XQFWLRQDO
'HSHQGHQF\1HWZRUN$QDO\VLVLVXVHGWRDVVHVVWKHHIIHFWRIWRSRORJ\DQGRISRVVLEOHGHJUDGHGIXQFWLRQLQJRIRQH
RUPRUHV\VWHPVRQWKHRSHUDELOLW\RIWKHQHWZRUN)LJFVKRZVWKHVWRFKDVWLF)'1$DSSOLFDWLRQRQDQDO\]LQJWKH
HIIHFWRIRSHUDWLRQDOGLVWXUEDQFHVRQWKHH[DPSOHQHWZRUNRI)LJDEKHUHWKHHIIHFWVWKDWV\VWHPVZRXOG
H[SHULHQFH JLYHQ LQSXW GLVWXUEDQFHV IRU V\VWHPV  DQG  DUH VKRZQ )RU GHYHORSPHQW QHWZRUNV D'HYHORSPHQW
'HSHQGHQF\1HWZRUN$QDO\VLVLVXVHGWRDVVHVVKRZGHYHORSPHQWWLPHRUFDSDELOLWLHVDUHDIIHFWHGE\WKHQHWZRUN
WRSRORJ\DQGE\GHOD\VLQWKHGHYHORSPHQWRIFRPSRQHQWV\VWHPV
 )LJD2SHUDWLRQDOQHWZRUNE)'1$QHWZRUNUHSUHVHQWDWLRQF2SHUDELOLW\DQDO\VLVRIQRGHV
3.2. Bayesian Networks (BN) 
$%D\HVLDQ1HWZRUNLVDSUREDELOLVWLF WRRO WKDWHYDOXDWHV WKHFDVFDGLQJLQWHUGHSHQGHQF\HIIHFWV LQQHWZRUNVRI
V\VWHPVUHSUHVHQWHGDVQRGHVDQGJUDSKLFDOO\UHSUHVHQWVLQWHUDFWLRQVDPRQJPXOWLSOHFRPSRQHQWV,WLVDGLUHFWHG
DF\FOLFJUDSK'$*ZKRVHQRGHVDUHWKHUDQGRPYDULDEOHVDQGZKRVHHGJHVGLUHFWO\LQIOXHQFHRQHDQRWKHU/RFDO
SUREDELOLWLHVUHSUHVHQWWKHQDWXUHRIWKHGHSHQGHQFHRIHDFKYDULDEOHQRGHRQLWVSDUHQWV3UREDELOLW\LQIRUPDWLRQLQ
D %D\HVLDQ 1HWZRUN PRGHO LV GHILQHG WKURXJK WKHVH ORFDO GLVWULEXWLRQV $ QRGH ZLWK LWV SDUHQW QRGHV FDQ EH
UHSUHVHQWHGDVDFRQGLWLRQDOSUREDELOLW\GLVWULEXWLRQ+HUHZHXVH%1VWRDQDO\]HWKHLPSDFWRIRSHUDWLRQDOIDLOXUHV
IRUDKLHUDUFKLFDOQHWZRUNRIDQRWLRQDO1DYDO:DUIDUH6FHQDULRFDVHVKRZQLQ)LJDEHORZ
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
)LJD6R6RSHUDWLRQDOQHWZRUNE%D\HVLDQDQDO\VLVRI6R6RSHUDWLRQDOQHWZRUN
)LJ D DGDSWV WKH KLHUDUFKLFDO DEVWUDFWLRQ IURP )LJ WR UHIOHFW D 1DYDO:DUIDUH FRQWH[W ZKHUH LQWHUDFWLQJ
SK\VLFDO V\VWHPV PHHW D VHW RI UHTXLUHPHQWV WRZDUGV VRPH GHVLUHG RYHUDUFKLQJ FDSDELOLW\ 7KH KLHUDUFKLFDO
DEVWUDFWLRQ RI WKH FDVH VWXG\ VHWV WKH VWDJH IRU XVH RI %1 DQDO\VLV LQ DQDO\]LQJ WKH LPSDFW RI YDULRXV
LQWHUGHSHQGHQFLHV LQ WKH KLHUDUFK\ 7KLV LQWHUGHSHQGHQF\ DQDO\VLV SURYLGHV WKH PHDQV RI HVWLPDWLQJ H[SHFWHG
FDSDELOLW\RIWKH6R6ZKHQFRQVLGHULQJSURSDJDWLQJHIIHFWVEHWZHHQLQWHUGHSHQGHQWV\VWHPV,WDOVRDOORZVIRUWKH
LGHQWLILFDWLRQRIFULWLFDO V\VWHPV WKDWFRQWULEXWHPRVW WR WKHGHVLUHG6R6 OHYHOFDSDELOLW\)LJEVKRZVDQDO\VLV
UHVXOWVIRUWZRFDQGLGDWHDUFKLWHFWXUHVJHQHUDWHGXVLQJDVVHWVEOXHV\VWHPVLQ)LJDWKHWRSJUDSKLOOXVWUDWHVWKH
%D\HVLDQ1HWZRUN¶VXVHLQGHWHUPLQLQJWKHPRVWFULWLFDOV\VWHPVLQWZRFDQGLGDWHDUFKLWHFWXUHV7KHORZHUJUDSKLQ
)LJ  E LOOXVWUDWHV WKH FDQGLGDWH DUFKLWHFWXUHV¶ SUREDELOLW\ RI HQJDJLQJ WDUJHW HQHPLHV DQ 6R6 OHYHO GHVLUHG
FDSDELOLW\DVDIXQFWLRQRIPLVVLRQWLPHUHWULHYHGIURPVLPXODWLRQGDWD
3.3. Stand-In Redundancy 
3HUIRUPDQFHDQGUHOLDELOLW\DUHWZRLPSRUWDQWPHWULFVZLWKUHVSHFWWRDQ\RSHUDWLRQDOV\VWHP,QWKHFRQWH[WWKH
6R6ZRUNEHQFK WKHVHWZRPHDVXUHVDUHFRQVLGHUHGDW WKH6R6FDSDELOLW\ OHYHODQGDUHUHIHUUHGWRDVWKH/HYHORI
3HUIRUPDQFH ܮ݋ܲ DQG /HYHO RI 5HOLDELOLW\ ܮ݋ܴ UHVSHFWLYHO\ )LJ  SURYLGHV D JUDSKLFDO LOOXVWUDWLRQ RI 6R6
RSHUDWLRQVXVLQJ/R3DQG/R57KHGHVLUDEOHUHJLRQRIRSHUDWLRQLVLQWKHWRSULJKWRIWKHJUDSKWKDWLVWKHKLJK
SHUIRUPDQFH KLJKUHOLDELOLW\ SRUWLRQ DV LQGLFDWHG E\ WKH EOXH FLUFOH $IWHU WKH LQLWLDO GHSOR\PHQW WKH V\VWHPV
JUDGXDOO\GHJUDGHZLWKWLPHDQGWKH6R6UHJLRQRIRSHUDWLRQPRYHVWRWKHOHIW OHVVUHOLDEOHKDOIRIWKHJUDSK,Q
VRPHFDVHVWKLVGHJUDGDWLRQFDQUHVXOWLQDVLPXOWDQHRXVUHGXFWLRQLQSHUIRUPDQFHOHYHOVDVZHOODVUHOLDELOLW\QRW
VKRZQ LQ ILJXUH ,I D V\VWHP IDLOV WKH LPPHGLDWH ORVV LQ LWV IXQFWLRQDOLW\ OHDGV WR D GHFUHDVH LQ WKH RYHUDOO
SHUIRUPDQFH OHYHO RI WKH 6R6 DV VKRZQ E\ WKH UHG FLUFOH *LYHQ WKH LQKHUHQW FKDUDFWHULVWLFV RI 6R6V D VLQJOH
V\VWHPORVVW\SLFDOO\GRHVQRWOHDGWRDFRPSOHWHIDLOXUHRIWKHODUJHU6R6DQGKHQFHWKHRYHUDOO/R3GRHVQRWIDOOWR
]HUR +RZHYHU LQFRUSRUDWLQJ D FHUWDLQ OHYHO RI stand-in redundancy ZLOO DOORZ WKH 6R6 WR PLQLPL]H WKLV
SHUIRUPDQFHORVVZLWKRXWUHO\LQJRQH[WHUQDODJHQWVWRHLWKHUPDLQWDLQRUUHSODFHWKHIDLOHGV\VWHP,QWKHHYHQWRID
V\VWHPIDLOXUHE\DOORZLQJPXOWLSOHV\VWHPVLQWKH6R6WRSHUIRUPWKHVDPHIXQFWLRQVWKHUHPDLQLQJV\VWHPVLQWKH
6R6FDQEHUHWDVNHGWRSHUIRUPWKHORVWIXQFWLRQVHYHQLIWRDOHVVHUGHJUHHRISHUIRUPDQFH7KLVLVUHSUHVHQWHGE\
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WKHVHTXHQFHRIJUHHQFLUFOHVLQ)LJLQGLFDWLQJWKDWGLIIHUHQWOHYHOVRISHUIRUPDQFHFDQEHUHJDLQHGGHSHQGLQJRQ
WKH IXQFWLRQDO UHFRQILJXUDELOLW\ RI WKH 6R6 7KH stand-in redundancy PHWKRG XWLOL]HVPHWULFV WKDW UHIOHFW V\VWHP
LPSRUWDQFHPHDVXUHV LQ WDQGHPZLWK FRPELQDWRULDO RSWLPL]DWLRQ WHFKQLTXHV WR HQDEOH LPSOHPHQWDWLRQ RI GHVLUHG
GHJUHHVRIVWDQGLQUHGXQGDQF\EHDULQJWUDGHRIIVZLWKFRVWVFKHGXOHDQGSHUIRUPDQFHDVSDUWRIWKHDQDO\VLV


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














)LJ6WDQGLQUHGXQGDQF\IRUSHUIRUPDQFHDQGUHOLDELOLW\
3.4. Robust Portfolio Optimization 
7KH UREXVW SRUWIROLRPHWKRG DGRSWV WKH0DUNRZLW] SHUVSHFWLYH RI EDODQFLQJ risks LQ KROGLQJ ILQDQFLDO DVVHWV
DJDLQVWWKHexpected returnRQLQYHVWPHQWZKHUHLQIRUPDWLRQRQWKHULVNDYHUVHQHVVRIWKHLQYHVWRUDQGYRODWLOLW\LQ
WKHUHWXUQVRISRWHQWLDOLQYHVWPHQWVDUHUHIOHFWHGLQWKHSRUWIROLR¶VFRQVWUXFWLRQ$OWKRXJKFROOHFWLRQVRILQWHUDFWLQJ
V\VWHPVZLWKLQ D 6R6 JLYHQ ULVH WR FRPSOH[ G\QDPLFV DFURVV WKH WHFKQLFDO DQG SURJUDPPDWLF GLPHQVLRQV WKH\
H[KLELWTXDQWLWDWLYHIHDWXUHVRIDQLQYHVWPHQWSUREOHPWKDWDOORZIRUVRPHRIWKHVHSRUWIROLREDVHGDSSURDFKHVWREH
EURXJKW WR EHDU XSRQ+HUHZH WUHDW WKH 6R6 DV DPRQROLWKLF SRUWIROLR RI V\VWHPV WKDW FDQ EH µDFTXLUHG¶ DQGRU
µFRQQHFWHG¶ IROORZLQJ IHDVLEOH UXOHV ,Q WKH FRQWH[W RI D 6R6 WKH H[SHFWHG UHWXUQV FRUUHVSRQG WR DQ H[SHFWHG
µFDSDELOLW\¶GXHWRLQYHVWLQJLQDV\VWHPDQGWKHULVNVFDQEHDWWULEXWHGWRGHYHORSPHQWDORURSHUDWLRQDOULVNVRIWKH
LQGLYLGXDOV\VWHP5LVNVDUHEHTXDQWLILHGDVWKHYDULDQFHLQFDSDELOLW\RUGHYHORSPHQWWLPHRIV\VWHPV7KHPHWKRG
DOORZV IRU WKH FRQVLGHUDWLRQ RI ODUJH FROOHFWLRQV RI FXUUHQW OHJDF\ DQG \HWWREH LQWURGXFHG V\VWHPVZLWKLQ WKH
FRQWH[WRIDQLQYHVWPHQWSRUWIROLRSUREOHP+HUHWKHREMHFWLYHLVWRLGHQWLI\WKHRSWLPDOcollectionsRIV\VWHPVWKDW
FDQJLYHULVH WRDGHVLUHG6R6OHYHOFDSDELOLW\JLYHQGHILQHGDFFHSWDEOH OHYHOVRIULVN7KHUHVXOWLQJRSWLPL]DWLRQ
SUREOHP DFFRXQWV IRU XQFHUWDLQWLHV LQ WKH HVWLPDWHG TXDQWLWLHV RI FDSDELOLW\ DQG ULVN DQG YDULRXV FRQQHFWLYLW\
FRQVWUDLQWV EHWZHHQ V\VWHPV 7KH UREXVW RSWLPL]DWLRQ IRUPXODWLRQ HQVXUHV WKDW LGHQWLILHG SRUWIROLRV UHPDLQ QHDU
RSWLPDOHYHQLIHVWLPDWHGTXDQWLWLHVRIULVNDQGFDSDELOLW\IDOOZLWKLQWKHERXQGVRIXQFHUWDLQW\)LJDH[KLELWV
LOOXVWUDWLYH UHVXOWV IRU WKHFDVHRIVHOHFWLQJDSSURSULDWH µSRUWIROLRV¶RI V\VWHPV IURPDFDQGLGDWHFROOHFWLRQ IRU WKH
FDVHRI1DYDO:DUIDUH6FHQDULRDFTXLVLWLRQV7KHJUDSKVKRZVWKHUHZDUGWRULVNHIILFLHQF\IURQWLHUWKDWVKRZVWKH
RSWLPDO 6R6OHYHO SHUIRUPDQFH KHUH D QRWLRQDO LQGH[ DFKLHYHG JLYHQ D SUHVFULEHG DFFHSWDEOH OHYHO RI V\VWHP
GHYHORSPHQW ULVN 7KH WDEOH VKRZQ LQ )LJ E LGHQWLILHV WKH LQGLYLGXDO V\VWHPV IRU HDFK FRUUHVSRQGLQJ 3DUHWR
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RSWLPDOSRLQWRQWKHJUDSKVHOHFWLRQRIWKHV\VWHPVLVDOVRVXEMHFWWRYDULRXVFRQQHFWLYLW\UXOHVWKDWHQVXUHIHDVLEOH
FROOHFWLRQVRIV\VWHPVIRUDJLYHQDUFKLWHFWXUH



)LJD6R6$QDO\WLF:RUNEHQFKE3RUWIROLRFRQVWLWXHQWV\VWHPGHVFULSWLRQ
3.5. Approximate Dynamic Programming (ADP) 
7KH G\QDPLF QDWXUH RI 6R6 HYROXWLRQV PHDQV WKDW QHDUWHUP GHFLVLRQV GLUHFWO\ LPSDFW ODWHU GHFLVLRQV DQG
FRQVHTXHQWO\WKHVWUDWHJLF6R6GLPHQVLRQVRIULVNFRVWFDSDELOLW\DQGVFKHGXOH7KLVWHPSRUDOO\FRXSOHGQDWXUHRI
GHFLVLRQPDNLQJ FRPELQHG ZLWK XELTXLWRXV XQFHUWDLQW\ IXUWKHU H[DFHUEDWHV WKH DOUHDG\ H[LVWLQJ FRPSOH[LWLHV LQ
6R6 DUFKLWHFWXUDO GHFLVLRQPDNLQJ 7KH approximate dynamic programming DSSURDFK LQ WKH ZRUNEHQFK H[WHQGV
FRQFHSWV IURP RSHUDWLRQV UHVHDUFK DQG SRUWIROLR RSWLPL]DWLRQ DQG LQWURGXFHV FRPSXWDWLRQDO VWUDWHJLHV WKDW FDQ
SURYLGHREMHFWLYHPXOWLVWDJHGHFLVLRQVWKDWEDODQFHLPSDFWVRIQHDUWHUPDQGORQJWHUP6R6DUFKLWHFWXUDOGHFLVLRQV
7KHPHWKRGH[WHQGVLQQRYDWLRQVLQRSWLPL]DWLRQWRDGGUHVVERWKWUDFWDELOLW\DQGRSWLPDOLW\RIPXOWLVWDJHGHFLVLRQV
LQWKHFRQWH[WRIDGGLQJUHPRYLQJRUUHDUFKLWHFWLQJFRQQHFWLRQVEHWZHHQV\VWHPVLQDQ6R6)LJVKRZVWKHPXOWL
VWDJH HYROXWLRQRI DQRWLRQDO VLPSOH6R6(DFK LQVWDQFHRI DUFKLWHFWXUH LV GHILQHG DV D µVWDWH¶ DQGGHFLVLRQV HJ
DGGLQJUHPRYLQJV\VWHPVDUHH[HFXWHGEDVHGRQDGHWHUPLQHGµSROLF\¶


)LJ'\QDPLFHYROXWLRQRI6R6DUFKLWHFWXUH

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7KHYDOXHRIEHLQJLQDSDUWLFXODUstateRILVFDSWXUHGWKURXJKWKHXVHRIvalue functions7KHMXGLFLRXVVHOHFWLRQ
RIpolicyvalue functionsDQGGHVFULSWLRQRIstatesSUHVHQWVWKHFRUQHUVWRQHVRIIRUPXODWLQJDG\QDPLFRSWLPL]DWLRQ
SUREOHPWKDWFDQREMHFWLYHO\JHQHUDWHRSWLPDOG\QDPLFGHFLVLRQVLQEDODQFLQJFRVWSHUIRUPDQFHULVNDQGVFKHGXOH
IRUDJHQHUDO6R6

6XPPDU\DQG)XWXUH:RUN
7KLV SDSHU KDV SUHVHQWHG RQJRLQJ ZRUN DW 3XUGXH 8QLYHUVLW\ RQ GHYHORSPHQW RI DQ $QDO\WLF:RUNEHQFK LQ
VXSSRUWRI6R6DUFKLWHFWXUDOGHFLVLRQPDNLQJ2XUIXWXUHHIIRUWVLQGHYHORSLQJWKHZRUNEHQFKLQYROYHUHILQHPHQWRI
WKH LQGLYLGXDO PHWKRGV WRZDUGV VXSSRUWLQJ GHFLVLRQPDNLQJ RQ NH\ 6R6 OHYHO TXHVWLRQV IRU SUDFWLWLRQHUV
$GGLWLRQDOO\RXUFXUUHQWFROODERUDWLYHDFWLYLWLHVZLWKYDULRXV'HSDUWPHQWRI'HIHQVH'R'DIILOLDWHGHQWLWLHVDUH
JHDUHGWRZDUGVOHYHUDJLQJUHDOZRUOGVFHQDULRVLQIXUWKHUUHILQLQJWKHWRROVRIWKHZRUNEHQFKWRZDUGVPRUHSUDFWLFDO
DSSOLFDWLRQDFURVVD ODUJHUVSHFWUXPRI6R6UHODWHGDUFKHW\SDODQDO\VLVSUREOHPV )RUGHWDLOHGLQIRUPDWLRQRQWKH
LQGLYLGXDOPHWKRGVDQGWKHLUDSSOLFDWLRQZHUHIHUWKHUHDGHUWRUHIHUHQFHV
$FNQRZOHGJHPHQWV
7KLVPDWHULDOLVEDVHGXSRQZRUNVXSSRUWHGLQZKROHRULQSDUWE\WKH86'HSDUWPHQWRI'HIHQVHWKURXJKWKH
6\VWHPV (QJLQHHULQJ 5HVHDUFK &HQWHU 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